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ABOUT ME
• QA/RA Cyber Expert at Matrix Medika

• Believes Cybersecurity is not only a rubber   

   stamp

• Experience with vast amount of project 

   types, medical devices and technologies

• Always looking for updates on Medical and 

   on Cyber

• Believes QA is an integral part of QA/RA
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ABOUT
MATRIX MEDIKA

Israel's leading provider of software 

development, regulation and cyber 

security services for the healthcare 

industry.
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REGULATION, CYBERSECURITY, 
PRIVACY

FDA submissions
• CE submissions

• IEC 62304 compliance

Cyber Security & Compliance            
• Compliance assessment (per FDA and CE guidance)

• Penetration Testing

• FDA/CE Cyber Report

HIPAA, GDPR Compliance
• Compliance assessment and Gap analysis in product and company level

• Company adoption (procedures, terms & conditions, training)

ISO 27001 \ 27799 \ 27017
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WHAT WE’RE ALL ABOUT

• What do we need for the cyber section of the FDA?

• Why do we need it?

• Why do we need it now more than ever?

• What can go wrong?

• How do we fix it?
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• FDA Guidance: Cybersecurity in Medical Devices: Quality System Considerations and Content 

   of Premarket Submissions 2023

• FDA Guidance: Postmarket Management of Cybersecurity in Medical Devices 2016

• FDA Guidance: Cybersecurity for Networked Medical Devices Containing Off-the-Shelf (OTS) 

   Software 2023

• MDCG 2019-16 - Guidance on Cybersecurity for medical devices

• ANSI/AAMI TIR57:2023 – Principles for Medical device security 

• NIST.SP.800-53r5 Security and Privacy Controls for Information Systems and Organizations

• ANSI/AAMI SW96:2023 Standard For Medical Device Security - Security Risk Management For 

   Device Manufacturers

CYBERSECURITY STANDARDS, FDA 
GUIDANCES
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POSSIBLE FDA REMARKS

Not all controls are 

measured  (Risk should 

cover authorization, 

authentication, 

hardening, cryptography, 

updatability etc…)

You declared Cloud 

connection but didn’t 

enough add 

Risks/added as system 

part 

You didn’t add a Cyber 

column In unresolved 

anomalies

You Wrote probabilities 

and not likelihood
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• LIKELIHOOD, NOT PROBABILITY

• Clinical Severity description – take from RMP

• Severity – always from FMEA

• Likelihood – Think cyber!

• Physical access – a great mitigation

• If it’s mitigated – it’s actually there

C-FMEA - IMPORTANT TO REMEMBER
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• https://endoflife.date/ - your new best friend 

• Not all libraries have EOL – but if they do, it’s important to find it

• EOL is due? We need to add justification!

• Manual or automatic? Depends on budget, technology, and 

   amount of libraries

S-BOM - IMPORTANT TO REMEMBER

• Searching for vulnerabilities manually? More 

   than 1 database, smart search term, when in

   doubt call Dr. Google.
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• When announcing post-marketing actions – be sure you can 

   actually do It

• Visual aids are always good – screenshots are better

• Assets are not only the device/app

• Controls and C-FMEA mitigation - should be intertwined

• When updating C-FMEA and adding/removing risks, remember 

   to update the conclusion in the report

PLAN + REPORT- IMPORTANT TO REMEMBER
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ARCHITECTURE VIEWS + THREATS 
ANALYSIS
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• You have an SDD -Take diagrams from there.

• Not all threats found on the threat list are realistic/reliable – 

   used as a point of reference for C-FMEA, not instead

• FDA favorite – after the likelihood FDA will search for 

   this

ARCHITECTURE VIEWS + THREATS ANALYSIS – 
IMPORTANT TO REMEMBER
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ESTAR 5
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THANK YOU
054-5992364

Daniel@medi-software.com
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